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On using wavelets for detecting attacks to web-based applications
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ABSTRACT

Detection attacks to web-based applications have recently received considerable attention [2, 3,
4, 6, 8], specially intrusion detection systems (IDSs) for use with HTTP. This is mainly due to
the increasingly role that these applications are playing in our society, as well as, the lack of
adequate techniques for debugging their possible vulnerabilities. Attacks try to exploit
vulnerabilities and thus violate the security of the system.

Typically, models for detecting attacks are based in observing any substantial variation of some
specific attributes with respect to a pattern behavior, which it is normally determined through a
learning technique [4]. When a web-based IDS is running, whenever a new query is received, it
will be compared automatically with the learned patterns. If it is detected any abnormal
behavior, an alarm is activated. The challenge is to minimize the number of false alarms
ensuring high detection accuracy.

Following a tendency in the literature, we have base our study in analyzing two attributes of the
HTTP queries: the length and the distribution of characters. It has been shown that these
attributes are the most relevant when an attack occur [2, 3, 5, 7, 8]. The proposed analysis
consists in using signal processing techniques to detect any abnormal distribution in the
attributes. More specifically, we use wavelet functions for detecting anomalous queries [1, 6].

For performance tests, we integrated the anomaly detector with the web server of the university.
The work is in initial state; however, preliminary results are encouraging.
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